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This is all well 
and good



How is validation
adoption?



Assumptions

● Lots of people have default routes

● Lots of people are signing but not 
validating



Testing methodology 



Testing methodology 

* This testing setup assumes the networks don't have default routes. Or outsourcing their ROA filtering to a 
upstream that has total ROA validation, Like NTT.





All 0.0.0.0/0 responses collected
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Graphs for
decision makers



2598 ROA 
Validating ASNs

Top 10 ASN ROA Validating Countries
573 US
210 RU
210 IN
149 UA
132 DE
102 NL

99 ZA
91 IT
90 SE
81 PL

^ Link to full dataset







RIPE: ROA Validation of address space (/24s) 

* No data means less than 4 IPs in the block responded to ICMP, So 
data is inconclusive

** This testing setup assumes the networks don't have default 
routes, or outsourcing their ROA filtering to a upstream (Like NTT) 
that has total ROA validation.



Shout outs
● Huge thanks to Job for the 10GBE server and the helping with prefixes
● NTT Communications

○ For the ARIN and RIPE prefix

Questions to:
ripe80﹫benjojo.co.uk

@Benjojo12  / ben@benjojo.co.uk / $whois as206924 

Missed something? You can re-watch this on my twitter: https://twitter.com/benjojo12


